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The Hype

In the Classroom

“XML is beautiful, but as with beautiful people,
it is neither easy to get along with nor quick.”

“XML'’s strength is its wide adoption and excellent tools.
XML itself is not that exciting.”
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Last Last Time

AJAX

= XM.Ht t pRequest
= JDOM and JXPath

= Yahoo! Ul Library
htt p://devel oper. yahoo. com yui /
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Last Time

Web Services, SOAP 1.2, and WSDL 1.1, Continued
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This Time

= XForms 1.0

= XLink 1.0

= XPointer 1.0

= XlInclude 1.0

= XML Base

= XML Encryption

= XML Key Management

= XML Signature

= Data Modeling

= Computer Science E-259
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XForms 1.0

History

= XForms 1.0 is a recommendation since 10/03.

= “XForms is an XML application that represents the next
generation of forms for the Web. By splitting traditional
XHTML forms into three parts—XForms model, instance
data, and user interface—it separates presentation
from content, allows reuse, gives strong typing—
reducing the number of round-trips to the server, as
well as offering device independence and a reduced
need for scripting.”

= “XForms is not a free-standing document type, but is
intended to be integrated into other markup languages,
such as XHTML or SVG.”

Excerpted from http://www.w3.0org/TR/xforms/.
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XForms 1.0

What

= Successor of HTML forms

» Separate data from presentation
= Use XML to define forms

= Use XML to transport data

= Device-independent

Adapted from ht t p: // ww. w3school s. cont xf or ms/ xf orms_i ntro. asp.
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XForms 1.0

XHTML Example

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE htm PUBLIC
"-//WBC// DTD XHTML 1.0 Transitional//EN'
"http://ww. w3. org/ TR/ xht M 1/ DTD/ xht ml 1-transi ti onal . dtd">

<htm xm ns="http://ww. w3. org/ 1999/ xhtm " xnm :1 ang="en" |ang="en">
<head>

<titlel>
</ head>
<body>

<form acti on="paynment. asp" net hod="post">
<p><b>Sel ect Paynent Method</b></p>
<p>
Cash <input type="radi 0" name="as" val ue="cash" />

Credit Card <input type="radi 0" name="as" value="credit" checked />
</ p>
<p>Card Nunber:<br /><input type="text" id="cc" /></p>
<p>Expiration Date:<br /><input type="text"
<p><i nput type="submt" /></p>
</ forme
</ body>
</htm >

name="exp" /></p>

Adapted from ht t p: // ww. w3school s. cont xf or ms/ xf or ms_xht mi . asp.
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XForms 1.0

XHTML Example

Select Payment Method

Cash © Credit Card &

Card Mumber:

Expiration Date;

Submit Query

Excerpted from ht t p: // ww. w3school s. conl xf or ms/ xf or ms_xht ni . asp.
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XForms 1.0

XForms Example

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE htm PUBLIC
"-//WBC//DTD XHTML 1.0 Transitional//EN'
"http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht M 1-transi ti onal . dt d">
<htm xm ns="http://ww.w3. org/ 1999/ xhtd " xm :1ang="en"

xm ns: xforme"http://ww. w3. org/ 2001/ 08/ xf or ns" >
<head>

| ang="en"

<xf orm xf orm i d="paynent " >

<xform subm tinfo action="subnit.asp" nethod="post"/>
</ xf orm xf or n»

<xforminstance>..... </ xform i nstance>
<xformnodel >........ </ xf or m nodel >

<xform bi ndi ngs>..... </ xf or m bi ndi ngs>
</ head>

Adapted from ht t p: // ww. w3school s. cont xf or ms/ xf or ms_xht mi . asp.
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XForms 1.0

XForms Example

<body>
<xform sel ect One xform="paynent" ref="as" >
<xform capti on>Sel ect Paynment Met hod</xform capti on>
<xform choi ces>
<xformitem val ue="cash"><xf orm capti on>Cash</ xf orm capti on></xformitenp
<xformitem val ue="credit"><xform caption>Credit</xformcaption></xformitenr
</ xform choi ces>
</ xform sel ect One>
<xforminput xform="payment" ref="cc">
<xform capti on>Credit Card Nunber </ xform capti on>
</ xform i nput>
<xforminput xforn¥"paynent" ref="exp">
<xform capti on>Expi ration Date</xform capti on>
</ xforminput>
<xform submit xforn¥"paynent"><xform caption>Submi t </ xform capti on></xf orm submit>
</ body>
</htm >

11 Adapted from ht t p: // wwv. w3school s. cont xf or ms/ xf or ms_xht mi . asp.
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XForms 1.0

Processing

<envel ope>
<body>
<as>Credit</as>
<cc>1235467789012345</ cc>
<exp>2001- 08</ exp>
</ body>
</ envel ope>

12 Excerpted from ht t p: // ww. w3school s. conl xf or ms/ xf or ms_xht ni . asp.

Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.




XLink 1.0

History

= XML Linking Language (XLink) Version 1.0 is a
recommendation since 6/01
= "This specification defines the XML Linking Language
(XLink), which allows elements to be inserted into XML
documents in order to create and describe links
between resources. It uses XML syntax to create
structures that can describe links similar to the simple

unidirectional hyperlinks of today's HTML, as well as
more sophisticated links."

» Influenced by
= HTML
= HyTime (ISO/IEC 10744-1992)
= Text Encoding Initiative (TEI) Guidelines

13 Excerpted from http://www.w3.0org/TR/xIink/.
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Goals
= Assert linking relationships among more than two
resources
=  Associate metadata with a link
= Express links that reside in a location separate from the
linked resources
14

Excerpted from http://www.w3.org/TR/xlink/.
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XLink 1.0

Simple Links

Excerpted from http://www.w3.org/TR/xlink/.
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XLink 1.0

Simple Links

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE svg PUBLIC "-//WBC//DTD SVG 1.1//EN'

"http://ww. w3. org/ G aphi cs/ SVG@ 1. 1/ DTD/ svgll. dt d" >
<svg: svg height=".5in" width="5.5in" xnl:space="preserve"

xm ns: svg="http://ww. w3. or g/ 2000/ svg"
xm ns: x| i nk="http://ww. w3. or g/ 1999/ xl i nk" >

<svg:a xlink:href="http://ww.fas. harvard. edu/ ~csci e259/"
target ="_bl ank">

<svg:text style="fill:red;" y="15">This is CSCl E-259.</svg:text>
</ svg: a>

</ svg: svg>

Available at http://www.fas.harvard.edu/~cscie259/distribution/lectures/6/examples6/svg/anchor.svg.
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XLink 1.0

Simple Links

<?xm version="1.0"?7>

<! DOCCTYPE ARTI ST SYSTEM "artist.dtd">

<ARTI ST xm ns: xl i nk="http://ww. w3. or g/ 1999/ xl i nk"
xlink:type="sinple"
xl'i nk: href="pic_dmj pg"
xlink:title="Dave Matthews"
xl'ink:rol e="i mage"
xl i nk:arcrol e="Photo for Dave Matthews"
x| i nk: act uat e="onRequest "
xl i nk: show="repl ace"

>Dave Matthews</ ARTI ST>

17 Available at http://www.fas.harvard.edu/~cscie259/distribution/lectures/13/examples13/artist.xml.
Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.
XLink 1.0
Attributes of Simple Links
= xlink:type
= Specifies link's type.
= xlink:href
= URL of target resource.
= xlink:title
» Link's title.
= xlink:role
= Target's role.
= xlink:arcrole
» Relationship between source and target.
= xlink:actuate
» Defines moment of actuation. Must be none, onLoad,
onRequest , or ot her.
= xlink:show
= Defines behavior of link upon actuation. Must be enbed, new,
none, other, orrepl ace.
18
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XLink 1.

Simple Links

O

<! ELEMENT ARTI ST (#PCDATA) >

<! ATTLI ST ARTI ST

xm ns: xl i nk CDATA #FI XED “http://ww. w3. org/ 1999/ x| i nk"
xlink:type CDATA #FI XED "sinmple"
xli nk: hr ef CDATA #REQUI RED
xlink:role CDATA  #l MPLI ED
xlink:title CDATA  #l MPLI ED
xl'ink:actuate CDATA #| MPLIED
xlink:arcrole CDATA #l WPLI ED>
1>
19 Available at http://www.fas.harvard.edu/~cscie259/distribution/lectures/13/examples13/artist.dtd.
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XLink 1.0

Extended Links

20

Excerpted from http://www.w3.org/TR/xlink/.
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XLink 1.0

Extended Links

<?xm version="1.0" standal one="yes"?>
<l-- fromhttp://wps. aw. conl aw_webw zar d/ 0, 6065, 184738-, 00. ht Ml -->
<! DOCTYPE courses [
<l ELEMENT courses (locator*, resource*, arc*, title?)>
<I ATTLI ST courses
xm ns: xlink CDATA #FIXED "http://ww.w3. org/ 1999/ xl i nk"
xlink:type CDATA #FIXED "extended">
<! ELEMENT | ocat or EMPTY>
<! ATTLI ST | ocat or
xlink: href CDATA #REQUI RED
xlink:title CDATA #l MPLI ED>
1>
<courses xm ns: xlink="http://ww.w3.org/ 1999/ xl i nk"
xlink: type="ext ended" >
<l ocator xlink:type="locator"
xli nk: href =" cour ses/xm 101. xnmd "
xlink:title="XwM 101"/>
<l ocator xlink:type="locator"
x| i nk: hr ef =" cour ses/ advxm . xnmi "
xlink:title="Advanced XM."/>
<l ocator xlink:type="locator"
x| i nk: href =" cour ses/ bw. xnl "
xlink:title="Basket Weaving"/>
</ cour ses>

Available at http://www.fas.harvard.edu/~cscie259/distribution/lectures/13/examples13/extended-link.xml.
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XPointer

History

= XPointer is specified by three recommentations as of 3/03

= "This specification defines the XML Pointer Language
(XPointer) Framework, an extensible system for XML
addressing that underlies additional XPointer scheme
specifications. The framework is intended to be used as
a basis for fragment identifiers for any resource whose
Internet media type is one of text/ xnm ,
application/xm , text/xnl -external - parsed-
entity, or application/xnl-external - parsed-
entity. Other XML-based media types are also
encouraged to use this framework in defining their own
fragment identifier languages."”

Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.




XPointer

Why, what, and how?

= An extension of XPath which is used by XLink to locate
remote link resources

» Relative addressing: allows links to places with no anchors

» Flexible and robust: XPointer/XPath expressions often
survive changes in the target document

= Can point to substrings in character data and to whole tree

fragments
URI

/ \

http://ww. foo. org/bar.xm #xpoi nter(article/section[position()<=5])
| \ /1
| e |
\ XPoi nt er expression /

\ /

XPoi nter fragnent identifier

23 Excerpted from ht t p: // www. w3. or g/ TR/ xquery/ .
Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.
Points
= point(1.0) is justinside the beginning
of the p element
= point(1l.2) is between the end of the RO0T
emelement and the following text node!
node (which contains "worl d. ") ; ,
= point(.0) immediately precedes the | | w1 | |
root node /1\
= point(1l/2/1.1) s as
. . . 10 7 TEXT . 11 em 12 TEXT™. 13
immediately following Do madet nadle W2 P pede s M
the "b" II'I the lhlelllllolrl_l l w0, r, 1, d, .,
middle text node M0 1234567 SN 10123456
120 STEXT 127
Do nade V2
big
1240 123 4
24 Image and examples excerpted from htt p: // www. w3c. or g/ TR/ xpt r - xpoi nter/ .
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XInclude 1.0

History

XML Inclusions (XInclude) Version 1.0 is a candidate
recommendation since 9/04

= "Many programming languages provide an inclusion
mechanism to facilitate modularity. Markup languages
also often have need of such a mechanism. This
specification introduces a generic mechanism for
merging XML documents (as represented by their

information sets) for use by applications that need such
a facility.”

25 Excerpted from http://www.w3.org/TR/xinclude/.
Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.
Example
<xi:include xm ns:xi ="http://ww. w3. org/ 2001/ Xl ncl ude"
Xi:href="row ing_bio.xm"
Xi : parse="xm"
Xi : encodi ng="i so- 8859- 1"
/>
26
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XML Base

History

= XML Base is a recommendation since 6/01

= "This document proposes a facility, similar to that of
HTML BASE, for defining base URIs for parts of XML

documents."”

2 7 Excerpted from http://www.w3.org/TR/xmlbase/.

Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.

XML Base

With XLink 1.0 and XInclude 1.0

= XLink 1.0
= <AUTHOR xm ns: xl i nk="http://ww.w3. org/ 1999/ x| i nk"
x| i nk: type="si npl e"
xm : base="http://harrypotter.warnerbros.con"
xlink:href="row ing_bio.xm"
x| i nk: act uat e="onLoad"
xl i nk: show="enbed"
>J. K. Row i ng</ AUTHOR>

= XlInclude 1.0
= <xi:include xm ns:xi="http://ww.w3. org/ 2001/ XI ncl ude”
xm : base="http://harrypotter.warnerbros.con"
Xi:href="rowing_bio.xm"
Xi: parse="xm"
Xi : encodi ng="i so- 8859- 1"
/>

28
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XML Encryption

History

= XML Encryption (Syntax and Processing) is a
Recommendation since 12/02.

= “This document specifies a process for encrypting data
and representing the result in XML. The data may be
arbitrary data (including an XML document), an XML
element, or XML element content. The result of
encrypting data is an XML Encryption element which
contains or references the cipher data.”

2 9 Excerpted from http://www.w3.org/TR/xmlenc-core/.

Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.

XML Encryption

Example

<Paynent I nfo xm ns='http://exanpl e. org/ paynentv2' >
<Narme>John Smi t h<Nane/ >
<CreditCard Limit="5,000" Currency='"USD >
<Nunmber >4019 2445 0277 5567</ Nunber >
<l ssuer>Bank of the Internet</I|ssuer>
<Expi rat i on>04/ 02</ Expi r at i on>
</ Credit Card>
</ Paynent | nf o>

<Paynent I nfo xm ns='http://exanpl e. org/ paynentv2' >
<Nanme>John Sm t h<Name/ >
<CreditCard Limt="5,6000" Currency="'USD >
<Nunber >
<Encrypt edData xm ns='http://ww. w3. or g/ 2001/ 04/ xm enc#'
Type="http://ww. w3. or g/ 2001/ 04/ xm enc#Cont ent ' >
<Ci pher Dat a><Ci pher Val ue>A23B45C56</ Ci pher Val ue></ Ci pher Dat a>
</ Encrypt edDat a>
</ Nurber >
<l ssuer>Bank of the Internet</I|ssuer>
<Expi rat i on>04/ 02</ Expi r at i on>
</ CreditCard>
30 </ Paynent | nf o>

Excerpted from http://www-106.ibm.com/developerworks/xml/library/s-xmlsec.html/.
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XML Key Management 2.0

History

in two parts since 4/04

XML Key Management 2.0 is a Candidate Recommendation

= “This document specifies protocols for distributing and
registering public keys, suitable for use in conjunction
with the W3C Recommendations for XML Signature and

XML Encryption. ”

Excerpted from http://www.w3.0org/TR/xkms2/.

31
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XML Key Management

Request

<?xni version="1.0" encodi ng="utf-8"?>
<ConpoundRequest | d="1 264f 5dad9b1f f 367dde7aef 1f 7aldf 1a"
Service="http://test.xni trustcenter. org/ XKVS"
xmi ns="ht t p: / / waw. w8. or g/ 2002/ 03/ xkms#" >
<Locat eRequest | d="18c26be5f 1b4dd228b43f b6eaee285f aa”
Service="http://test.xnl trustcenter. org/ XKVE" >
<RespondW t h>KeyVal ue</ RespondW t h>
<Quer yKeyBi ndi ng>
<Keylnfo xnins="http://wwx wa. or g/ 2000/ 09/ xmi dsi gi" >
<X509Dat a>
<X509Cer ti f i cat e>M | CEDCCAX2gAw BAGI Qi mXeUAXYJbJMady9vVibLj AJBglr Dy
MCHQUANBI x EDACBGNVBAMTBLRI
€3QyQUEWHh c NVDMKCDEL VD whDAWWh e NVDUWCDELVDY1OTUS VY Ar MSkwJwYDVQQDEY BBDG! j ZSBB
YXJkdnFyay BPPUFsaVi | ENvenAgQz1VUz CBnz ANBgkqhki GOWOBAQEFAACE] Qawg Yk CgYEAON! s
nRaVM2egl 5M f OKyaHuMKkk9AZ/ | uDLVPI hzCf gngj VQJ r 8uvimqt NuBHBupui 8LgQ& hOSLID
OCNTSmhihi AEr RADUM AFsi 7LzBar Uy NWIqYNEI e Hs AUZdr deDr kNnG7SzbuJ x+GDN HKVDQugP
BLcl QWDQYD 0Bk AWQWYDVROBBDWWODAQAAV Ok aVL LKoF
M.N37pCBuqEUVBI x EDACBGNVBAMTBLR! ¢3QYQOGCECAMAUX] PGLTZXVKg+Hut AWCQYFKWADAROF
AACBgQABUS1ka7! | kXCI v4Zh2Chwgg2y Cbt Y3+6C/ BTFG OEBJDy+DoxJ/ NuBFL8War r r RIBXES]
NKYLCOGh8ZUGK4QOGEY+HT/ QTTFV Vi OLXcpTuhnChXat r 42FoYpDkj x2QuK+J5QRI / Rgj ge/ 0Zv8
U kDBUURKXp4AZh7Qsi XBACQOw==</ X509Cer ti fi cat e>
</ X509Dat a>
</ Keyl nf o>
<KeyUsage>Si gnat ur e</ KeyUsage>
</ Quer yKeyBi ndi ng>
</ Locat eRequest >
<Locat eRequest | d="1f 8e63d729384ad35498e7b65b3dc785e"
Service="http://test.xnl trustcenter. org/ XKVE" >
<RespondW t h>KeyNane</ RespondW t h>
<RespondW t h>KeyVal ue</ RespondW t h>
<RespondW t h>X509Cer t </ RespondW t h>
<RespondW t h>X509Chai n</ RespondWw t h>
<RespondW t h>PGPWeb</ RespondW t h>
<RespondW t h>PGP</ RespondWw t h>
<Quer yKeyBi ndi ng>
<KeyUsage>Encr ypt i on</ KeyUsage>
<UseKeyW th Application="urn:ietf:rfc:2440"
I'denti fi er="bob@obcorp. test” />
<UseKeyW th Application="urn:ietf:rfc:2633"
I'denti fi er="bob@obcorp. test” />
</ Quer yKeyBi ndi ng>
</ Locat eRequest >
</ ConpoundRequest >

32

Excerpted from http://www.w3.org/TR/xkms2/.
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XML Signature

History

= XML Signature is a Recommendation since 2/02.

= “This document specifies XML digital signature
processing rules and syntax. XML Signatures provide
integrity, message authentication, and/or signer
authentication services for data of any type, whether
located within the XML that includes the signature or
elsewhere.”

33 Excerpted from http://www.w3.org/TR/xmldsig-core/.

Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.

XML Signature

Example

<Signature |d="MFirstSignature" xm ns="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<Si gnedI nf 0>

<Canoni cal i zati onMet hod Al gorithn¥"http://ww. w3. org/ TR/ 2001/ REC- xni - c14n-
20010315"/ >

<Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xn dsi g#dsa- shal"/ >
<Reference URI ="http://ww. w3. or g/ TR/ 2000/ REC- xht nl 1- 20000126/ " >
<Tr ansf or ns>
<Transform Al gorithm="http://ww:.w3. or g/ TR/ 2001/ REC- xml - c14n- 20010315"/ >
</ Transf or ms>
<Di gest Met hod Al gorithm"http://ww. w3. or g/ 2000/ 09/ xml dsi g#shal"/ >
<Di gest Val ue>j 61 wx3r vEPQOVKt Mup4NbeVu8nk=</ Di gest Val ue>
</ Ref erence>
</ Si gnedI nf 0>
<Si gnat ur eVal ue>MCOCFFr VLt Rl k=. . . </ Si gnat ur eVal ue>
<Keyl nf 0>
<KeyVal ue>
<DSAKeyVal ue>
<p>. . </ P> </ Q<G L </ LY L <Y
</ DSAKeyVal ue>
</ KeyVal ue>
</ Keyl nf o>

34 </ Si gnat ur e>

Excerpted from http://www-106.ibm.com/developerworks/xml/library/s-xmlsec.html/.

Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.




Data Modeling

Loose Guidelines

» The intricacies of effective data modeling is impossible to teach
in a few slides, but...

= Here are a few loose guidelines when designing data models
= Avoid repeating data in your XML document

= If there are relationships between objects in your data,

express this with a reference
= <videos>

<vi deo>
<act or Ref >0005</ act or Ref >
<act or Ref >0122</ act or Ref >
</ vi deo>
</ vi deos>
<act or s>
<act or id="0005">Harrison Ford</actor>
35 </ act or s>

Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.

Data Modeling

Loose Guidelines

= Don't fall into relational "hacks": use XML as it was
designed to be used

= If you come from the relational database world, you
may be accustomed to representing an address with
several numbered fields

» addressl, address2, address3, city, state
= Don't do this in XML! Instead,

= <address>
<street>. ..</street>
<street>...</street>
<street>. ..</street>
<city>...</city>
<state>...</state>

</ addr ess>

36
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Data Modeling

Loose Guidelines

= When creating a new field for an element, always ask
yourself whether it should be a child element or an
attribute

= If the field is tightly bound with the parent element and
is just a simple string (e.g., an id or name), consider
making it an attribute

= If the field has any structure or complexity (or you can

foresee extending it to have such), make it a child
element

= Think of a Java class: is the member a Stri ng, or a
reference to another class object?

Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.
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Computer Science E-259

Motivations for the Course

* The hype surrounding XML is huge

= Strangely enough, the value can be huge as well
= XML is the primary technology behind “B2B revolution”
= XML is the primary technology behind Web Services
= XML is the primary technology behind Microsoft’s .NET

= XML makes developing websites easier and more
flexible than ever before

Copyright © 2006, David J. Malan <malan@post.harvard.edu>. All Rights Reserved.
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Computer Science E-259

Goals of the Course

= Cut through the hype and get to the value
= Focus on
= practicality: what you need to know to do real work

= applications: what are the tools and technologies
necessary to put XML to use

= possibilities: what are some of the most common ways
XML is being used in applications

» Emphasize understanding from the bottom up
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Rewards of the Course

» A solid understanding of XML, the syntax, data structures,
and algorithms that surround it

= Xperience

= DTD, SVG, XForms, XlInclude, XLink, XML Base, XML
Encryption, XML Key Management, XML Namespaces,
XML Schema, XML Signature, XPath, XPointer, XQuery,
XSL-FO, and XSLT

= SAX and DOM

= JAXP and TrAX

= JavaServer Pages and Java Servlet

= HTTP, SOAP, web services, WSDL

= FOP, Stylus Studio, Tomcat, Xalan, Xerces, XMLSpy...
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Lecture 14:
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and XML {Base,Encryption,Key Management,Signature}
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